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We have always been under close scrutiny at work — from hawk-

eyed supervisors to the company doc. And new technology,

from body part scanners to surveillance devices to lab tests,

means the boss can now monitor us constantly and secretly for

supposed defects or aberrant behaviour, from what we say to

what our genes say. But anew workplace privacy code may

soon change all that, reports Hazards editor Rory O'Neill.

here are simple solu-
tions to workplace safety
problems - proper systems,
risk assessments, asking the
workforce how the job can
be made safer. They usually
require managementto
remedy management shortcomings.

Many companies have opted

instead for bugging, harassing and
monitoring their workers. Drug and
alcohol tests are becoming more com-
mon. Keystroke rates, web usage and
emails are monitored, telephone con-
versations eavesdropped. Smart cards
have introduced the workplace equiva-

Testing workers: Drug and alcohol
tests are increasingly popularin UK
workplaces but are frequently unreli-
able, do not assess ability or otherwise
todothejob and do not address work-
place factors that can cause or
exacerbate substance misuse prob-
lems. Genetic tests have been shown
to be of limited scientific validity and
little relevance to work situations
(Hazards 84).

Stressing autonomy
Workplace privacy is a basichuman
right -the Human Rights Act says
so (Hazards 72).Butitis a right that
is routinely abused at work
(Hazards 84).

Surveillance and privacy at work,
areport from the UK Institute of Em-
ployment Rights!”, noted old and new
forms of surveillance pose “an alarming
threat to the privacy and autonomy of
workers" and “can actually damage
workers' health."

Research last year confirmed lack
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WORKPLACE SURVEILLANCE IS BAD FOR YOUR HEALTH

work-related stress and strains, heart
disease and sickness (Hazards 83).

Sofarthe Health and Safety Executive
(HSE) has had little to say on work-
place privacy. The one substantive HSE
action in response to the Data Protec-
tion Act 1998 was to introduce a new
accident book on privacy grounds,
which makes it more difficult for union
safety reps to access workplace acci-
dentreports (page 26).

Employers meanwhile will go to
forensic lengths to monitor their work-
ers' behaviour, employing anything
from drugs tests to private detectives.

In 2003 insurance companies
employing private detectives were
castigated by the lord chiefjustice
Lord Woolfin an appeal court judg-
ment (Hazards 82). Insurer Zurich
hired a private investigator to imper-
sonate a market researcher, gain
access to a work injury compensation
claimant's house and secretly video
tape her. Lord Woolf said this was
“improper and not justified.”

Justified or not, the technique is
commonplace and similartactics have
been used to monitor workers on long-
termsick leave.

Electronic snoopers
Even well-motivated employers use
monitoring techniques, but may not be
fully aware of the cost in terms of lost
motivation, stress and general resent-
ment that may accompany their

Workers' privacy: Monitoring and
surveillance in the workplace, a heavy-
weight International Labour Office
report? noted: “The consequences of
monitoring and surveillance on the
health and welfare of employees are of
particularconcern.”

The research digest concludes: "Not
only does electronic monitoring have
the ‘potential’ to adversely influence
working conditions which have been
shown to cause stress, but it may actu-
ally create these adverse working
conditions, such as paced work, lack of
involvement, reduced task variety and
clarity, reduced peer social support,
reduced supervisory support, fear of
jobloss, routinised work activities and
lack of control over tasks."

It cites one study by NIOSH, the US
government's safety research body,
that showed for data entry workers
who were struggling to meet perform-
ance targets "the use of electronic
performance monitoring elicits a pat-
tern of psychological distress and
physical discomfort. The group which
was monitored had higher self-ratings
of mood disturbances (irritation, time
urgency, work dissatisfaction and
musculoskeletal discomfort (hand
and neck discomfort)).”

Inthe UK, the display screen equip-
ment regulations allow monitoring of
workers' performance, but only where
workers have been notified.

Privacy code
[t may be the government's Informa-
tion Commissioner and not the HSE
that protects workers from their em-
ployers' unhealthy preoccupation with
snooping.

InJune 2003, TUC welcomed the
publication by the Information Com-
missioner of a Monitoring at work code
of practice® advising employers on the

Any time, any place, anywhere

Technology makes it possible to
electronically monitor any worker,
anywhere.

Smartcards: Used in building security,
can also track workers' movements,
monitor rest breaks, and hold person-
nel and occupational health records.
Workers issued with smart cardsata
Scottish factory found they were
clocked off every time they went to the
loo (Hazards 81).

Biometric data: Fast food giant
McDonalds this yearintroduced hand
and thumb scanners into some of its
Canadian outlets. Biometric devices -
machines that identify fingerprints,
hands, eyes or faces - are getting
cheaper and attracting interest from
major North American firms.

Computers: Software can measure
work rate and error rate of keyboard
workers, web usage or emails - in fact,
any electronic work you do. “Black
box" and "works manager” devices can
monitor and distribute work to offsite
employees, and know what you do and
where. Checkout workers and some
warehouse staff have their every work
action policed by stocktaking
software. GPS devices use satellites to
track vehicles, from delivery trucks to
snow ploughs.

Remote listening: Eavesdropping on
telephone calls is commonplace, par-
ticularly in call centres and telephone
exchanges.

Video surveillance: Cameras are
commonplace, including a “toiletcam”
in a major UK hospital, and may
monitor your every working
movement. UK unions have found
compensation claims forgenuine
work-related injuries contested after
employers obtained secretly filmed
video “evidence".

Bar codes: Scanners are used to moni-
tor workers - postal workers in the UK
have been required to scan a bar code
ateach letter box they empty.

lent of electronic tagging. The boss of autonomy at work a major causeof ~ introduction.
may know you are reading this.

The justifications are varied -
increasing productivity, reducing sick
leave, weeding out bad habits, stopping
theft and fraudulent compensation
claims, workplace security, identifying
troublemakers - and, frequently, work-
place health and safety.

In fact, showing such little respect
forthe workforce is not usually produc-
tive, and can be dangerous and

degrading.

legal limits of snooping on staff.

Brendan Barber, TUC general
secretary, said: “The code clears up
much of the legal confusion around
bosses monitoring employees. It
makes clear to staff that they must
be told if, how and why theiremail,
phone calls, internet use and other
behaviour is being monitored.”

In December 2003, Information
Commissioner Richard Thomas said
the next phase of the consultation on
the Employment Practices Data
Protection Code - the consultation
closeson 27 February - will coverin-
formation about workers' health, and
could curtail workplace drug and alco-
hol tests, genetic screening and
snooping into personal medical histo-
ries”). Although the code will be
guidance and notregulation, breaches
ofthe code are likely to be cited in em-
ploymenttribunals.

The draft code says drug and
alcohol testing should be limited to
workers in jobs that pose particular
safety risks. It says it will be deemed
“intrusive” to obtain information
| aboutworkers' health,” and adds:
"Workers have legitimate
expectations that they can keep their
personal health information private
and that employers will respect this
privacy." The code also makes clear
that companies must not use genetic
testing to make predictions about
workers' future general health.

Employers should gather informa-
tion about staff health only if they can
satisfy a "sensitive data condition,”
most likely for health and safety rea-
sons, to prevent discrimination on the
grounds of disability, or if a worker has
given consent.

Specific European privacy laws,
supported by Europe's unionsand
opposed by employers, are in the
pipeline. The proposed framework on
the protection of workers' personal
datawill cover data about employees,
including personal health records,
emails and internet use, and issues of
consent, drug and genetic testing and
monitoring and surveillance. Key con-
cerns are that workplace reps are
adequately informed and consulted.

Among the reasons for the legisla-
tive move by the European
Commission was concern at the
increasing use by employers of elec-
tronicsurveillance and cheaperand
easierdrug and genetic tests. The EC
hopes to publish a draft of the planned
EU wide law in 2004 or 2005.
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Ti me non productive activities
Don’tbug us
Performance monitoring: Productivity
drops when workers are monitored and
worker health can be adversely affect-
ed. A US study found monitored
workers suffered more depression, ex-
treme anxiety, severe fatigue or
exhaustion, strain injuries and neck
problems than unmonitored workers.
And itis notjust hi-tech monitoring
that's a problem - some employers
think policing their workers toilet
breaks is perfectly acceptable
(Hazards 81).
Health screening: Employers should
look to fit the job to the worker, but
frequently do the opposite, using
health checks and psychological test-
ing to winnow out the weak, the
injured or the ill and to ensure we all
know we should work until we drop
(pages 4-5). Once we do, our sick leave
orcompensation claim could be inves-
tigated by private detectives.
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